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Lessons From The Target Data Breach Settlement 

Law360, New York (May 04, 2015, 10:29 AM ET) --  

Law360 recently reported that “29 percent of corporate counsel said 
they anticipate data privacy will be the next wave of class action 
litigation.”[1] Based on the number of lawsuits stemming from major 
data breaches suffered by Target Corp., Home Depot Inc., and most 
recently Anthem Inc., that could be true. But plaintiffs that bring class 
actions on behalf of consumers affected by a data breach must 
overcome several legal and practical problems before ever getting 
their class certified. This results in settlements that frequently set 
aside just pennies per affected individual in cash compensation — 
even if the settlement includes large attorneys’ fees and other 
noncash value. 
 
For example, in the case of Target’s data breach, at least 40 million 
customers’ credit and debit card numbers were stolen, and the 
personal information of as many as 110 million people was 
compromised. The plaintiffs agreed to settle for $10 million in 
available cash compensation in addition to other (admittedly 
valuable) noncash benefits like an agreement by Target to implement stricter data security procedures. 
Although $10 million is nothing to sneeze at, it equates to less than 10 cents per victim in cash 
compensation. To show that its proposal compared favorably to historical settlements, the Target 
plaintiffs provided a chart of 11 past data breach settlements. It showed that in cases involving more 
than 1 million victims, the defendant settled on average for less than 50 cents per person in available 
cash compensation.[2] 
 
What’s going on? One simple answer is that many data breaches cause few compensable injuries to the 
people whose data is accessed. Credit card holders are usually not responsible for fraudulent charges. 
Credit and identity theft monitoring can help prevent or mitigate identity theft. And it is hard to prove 
that any particular person’s identity was stolen as a result of a particular breach — let alone doing so on 
a classwide basis. In contrast, the companies that issue payment cards may have an easier time proving 
actual damages if they can prove causation. For example, the cost to replace a credit card has been 
reported to range from $2.99 to $12.75,[3] and card issuers frequently seek reimbursement for those 
costs from the company that suffered the breach. Target recently settled with MasterCard for $19 
million.[4] 
 
The lack of injury to consumers was clearly demonstrated in the Heartland Payment case.[5] There, 
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hackers stole payment card information for 100 million consumers from a payment processing company. 
In the settlement, Heartland made up to $2.4 million available to consumers. As in the Target settlement 
and many other data breach settlements, consumers had to submit information substantiating their 
injuries in order to claim any of the money. Heartland spent $1.5 million on a campaign meant to ensure 
that 80 percent of the 100 million member class was notified that they could file a claim for their 
losses.[6] Only 11 valid claims were made, worth a total of $1,925.[7] 
 
When all was said and done, Heartland spent $270,000 on claims administration costs to pay out less 
than $2,000.[8] This helps explain why most settlements, including the Target settlement, place 
significant value on non-cash components such as the defendant’s promise to institute operational 
changes to reduce the risk of future data breaches. 
 
Another simple explanation for low per person cash settlements may be that data breach cases are 
largely motivated by attorneys’ fees. In the Target case, Target set aside $10 million for the consumers 
and agreed to pay up to $6.75 million in attorneys’ fees. In the settlements cited by the Target plaintiffs, 
the available fees ranged from $200,000 in a case in which the plaintiffs could recover $225,000, to a 
high of $6.5 million when $10 million was available to the class. Well-compensated plaintiffs’ counsel 
may lack the necessary motivation to fight for higher settlements when they can quickly secure large fee 
awards. 
 
Finally, two major legal stumbling blocks can also drive down settlement values in consumer data breach 
class actions. The first is that many plaintiffs lack standing to sue because they fail to plead a legally 
recognized injury. Second, classes may never be certified because it can be difficult for plaintiffs to show 
that classwide issues predominate over individual causation and damages issues. Indeed, the Target 
plaintiffs stated the risks associated with their case “included obtaining and maintaining class 
certification through trial, … establishing causation, and proving Class Members’ damages.”[9] 
 
Lack of Standing Is A High Hurdle But Will Not Trip Up All Claims 
 
Recently, many thought that Clapper v. Amnesty International would doom data breach class actions 
because it seemingly prohibits claims based on the increased risk of identity theft, which is frequently 
claimed by plaintiffs that cannot show any other injury from a breach. In Clapper, the U.S. Supreme 
Court addressed the standing requirement that every claimant must satisfy, which includes showing an 
injury-in-fact. There, the plaintiffs sought to challenge the constitutionality of the Foreign Intelligence 
Surveillance Act. The plaintiffs’ jobs required them to communicate with individuals potentially targeted 
under the act. They tried to establish injury-in-fact by claiming (1) that there was an objectively 
reasonable likelihood that their communications would be targeted for surveillance and (2) that they 
took costly measures to protect the confidentiality of their international sources. Their arguments were 
rejected. 
 
Clapper first held that only actual or certainly impending injuries satisfied the injury-in-fact 
requirement.[10] The plaintiffs’ claim that they could be subject to surveillance failed to show that the 
threatened injury was “certainly impending.”[11] Second, the court held that standing could not be 
based on resources spent out of fear of surveillance, because it did not want to allow plaintiffs to 
“manufacture” standing. 
 
Clapper’s effect on data breach cases was significant. Many cases have followed Clapper and found that 
increased risk of identity theft or other harm is too speculative to satisfy the injury-in-fact 
requirement.[12] Several have also rejected attempts to manufacture standing based on the costs of 



 

 

protecting against those future harms.[13] 
 
Unfortunately for defendants, a number of cases, particularly those in California federal court, have 
continued to follow pre-Clapper precedent holding that increased risk of identity theft is enough to 
satisfy the injury-in-fact requirement.[14] Those cases have also generally distinguished Clapper on the 
grounds that the Clapper plaintiffs never alleged that their communications were specifically targeted or 
approved for surveillance, whereas hackers that deliberately steal information are very likely to misuse 
the stolen information.[15] 
 
Moreover, some statutes explicitly provide that the disclosure of a person’s protected information is an 
injury per se. For example, a recent case in California federal court denied a motion to dismiss a claim 
under California’s Confidentiality of Medical Information Act because the act makes nominal damages of 
$1,000 available whether or not the “plaintiff suffered or was threatened with actual damages.”[16] 
 
And of course, some courts will find that the plaintiffs alleged actual injury. For example, in a case 
against LinkedIn, plaintiffs survived a motion to dismiss by pleading they purchased LinkedIn’s premium 
service based on LinkedIn’s allegedly false statements regarding the efficacy of its data security 
procedures. Those allegations were enough to support a claim of economic injury.[17] 
 
In the Target class action, Target made the argument, which is now typical in cases involving payment 
card information, that only unreimbursed credit card charges or closed accounts qualified as actual 
injuries. The district court held Target’s position “set a too-high standard ... at the motion-to-dismiss 
stage” and that allegations including “unlawful charges, restricted or blocked access to bank account, 
inability to pay other bills, and late payment charges or new card fees” were sufficient to satisfy the 
standing requirement.[18] 
 
Instead of continuing to fight after the motion to dismiss was denied, Target quickly settled. But the 
plaintiffs recognized that in that case, as in many others, it would be difficult to “obtain[] and maintain[] 
class certification through trial” and it would be difficult to establish causation and damages.[19] 
 
Individual Causation and Damages Issues May Predominate Over Class Issues 
 
If they survive a motion to dismiss, plaintiffs must get their class certified and maintain certification 
throughout the case. One issue that has yet to be fully addressed in the data breach context is the 
predominance requirement as applied to damages and causation. To certify and maintain one common 
type of class action, the court must find that “the questions of law or fact common to class actions 
predominate over any questions affecting only individual members.”[20] 
 
The Supreme Court gave extra ammunition to defendants seeking to block class certification in Comcast 
Corp. v. Behrend. It made class certification more difficult by reiterating that plaintiffs must offer a 
damages theory that “establish[es] that damages are capable of measurement on a classwide basis.”[21] 
District courts must conduct a “rigorous analysis” to ensure certification is proper.[22] 
 
In Comcast, cable television subscribers accused Comcast of antitrust violations. They originally argued 
four theories of antitrust and their damages model included all four theories. The district court certified 
only one antitrust theory, but the plaintiffs did not change their damages model. The Supreme Court 
held that certification of the class on the remaining theory was improper under Rule 23(b)(3) because 
the damages theory (which still included the three discarded antitrust theories) fell “far short of 
establishing that damages are capable of measurement on a classwide basis.”[23] 



 

 

 
After Comcast, many thought that it would be difficult for data breach plaintiffs to satisfy the 
predominance requirement because damages resulting from the breach — such as identity theft or 
credit card fraud — can often be very individualized. But following Comcast, some circuits have said that 
Comcast stood only for the proposition that damages theories must be tied to liability theories, and 
individualized damages calculations do not automatically defeat Rule 23(b)(3) certification.[24] Thus, the 
value of Comcast to data breach defendants is in question. 
 
Even before Comcast, however, one district court denied class certification in a data breach case for 
failure to satisfy the predominance factor. That case may be instructive to future defendants. In In 
re Hannaford Bros. Co. Customer Data Security Breach Litigation, the district court distinguished 
between individualized damages issues (which would not defeat class certification) and individualized 
damages causation issues (which would).[25] 
 
In Hannaford, a grocery store’s customers’ credit card data was breached. Following a dismissal of 
earlier claims for lack of standing, the plaintiffs eventually sought to certify a class of people that spent 
money mitigating the breach by paying fees to replace their credit cards and purchasing credit and 
identity theft monitoring.[26] 
 
The court found that individual issues will predominate when it came to what caused the alleged 
damages. It recognized that customers may have replaced their cards or purchased insurance for 
reasons unrelated to the breach.[27] It also acknowledged that credit card fraud is pervasive and it may 
have happened for reasons unrelated to the breach. The court denied certification because the plaintiffs 
had not presented an expert opinion to overcome the predominance issues related to causation and 
damages.[28] 
 
Taken together with Comcast, Hannaford’s analysis may drive down settlement values because plaintiffs 
may need to present expert opinion to support their novel causation and damages theories before a 
class can be certified. Few cases have made it that far, so class certification will be an important stage in 
future data breach cases. 
 
Conclusion 
 
The practical problem with consumer data breach class action cases is that most consumers do not 
suffer large injuries when a data breach occurs. That causes several legal problems for consumer data 
breach plaintiffs. Although Clapper did not eliminate consumer data breach class actions, plaintiffs will 
frequently have to claim an injury worse than an increased risk of future harm. Similarly, Comcast may 
not prevent certification of all data breach classes, but it reinforces the district court’s obligation to 
strictly scrutinize motions for class certification. It also potentially raises the bar for plaintiffs by forcing 
them to provide early expert opinions that satisfy the predominance requirement. These issues all 
combine to encourage lower settlements.[29] 
 
—By Stephen Rossi, Irell & Manella LLP 
 
Stephen Rossi is an associate in Irell & Manella's Newport Beach, California, office. 
 
The opinions expressed are those of the author(s) and do not necessarily reflect the views of the firm, its 
clients, or Portfolio Media Inc., or any of its or their respective affiliates. This article is for general 
information purposes and is not intended to be and should not be taken as legal advice. 
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